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Abstract - The Blockchain Revolution [1] is an 

illuminating, critically important manifesto for the next 

digital age. Blockchain and crypto have drastically 

altered the way people look at the Internet and finance 

over the years. DApps (decentralized Applications) are 

an interesting and socially important field that has 

emerged with the Blockchain revolution.  In this paper, 

we discuss how Web3-based crypto wallet interacts with 

decentralized applications and how these wallets are 

different from Blockchain-based crypto wallets. Today, 

cryptos are considered an asset in this world, however, 

managing these assets seems to be a hassle. The paper will 

focus on different aspects of different wallets, both Web3 

and traditional blockchain-based wallet (non-Web3), and 

understand the importance and functionality of each 

wallet. Finally, we will address the challenges and future 

aspects of these wallets in an increasingly decentralized 

network.  

The paper will revolve around crypto wallets and will 

explain how smart contracts act as a bridge between 

blockchain and decentralized applications. Furthermore, 

we will discuss how Web3 and decentralization can be a 

powerful tool for this world, if used ethically.  

Keywords: Cryptocurrencies Forensics, Blockchain, Web3, 

Smart Contract, Crypto Wallet, Consensus Mechanism, 

Decentralized Applications, Cryptography   

  

I.  INTRODUCTION 

 The birth of bitcoin revolutionized the crypto 
industry. On 31 October 2008, an article was published 
by Satoshi Nakamoto which had the recipe of bitcoin. 
This paper was titled Bitcoin: A Peer-to-Peer Electronic 
Cash System [2] and it invented a purely peer-to-peer 
version of cash transactions. In the late 1980s, the 
concept of cryptographic digital money was introduced, 
but was shut down due to security issues. Presently, 
cryptocurrencies like Ethereum and Bitcoin are 
exponentially growing [3]. However, governments are 
still concerned with legalizing these because of their 

decentralized nature [4]. Cryptographic digital money 
has several drawbacks, including security hazards, 
scalability issues, and lack of regulation.   

Crypto wallets are essential tools for managing 
crypto assets. Crypto wallets are software that manage 
crypto and deal with financial transactions of 
cryptographic digital money. Later in this article, we 
will understand the different types of wallets and 
discuss their benefits and limitations. However, before 
jumping to, we must understand the Public and Private 
keys concepts. Think of Public keys as your address on 
a blockchain; it is what you share when you want 
someone to send you crypto. The private keys are 
slightly different. They are connected cryptographically 
to a public key and act as a supersecret password for 
your transactions (Pro tip, you should never share your 
private keys) [5]. 

  

II.  WEB3 AND ITS APPLICATIONS  

 The idea of web3 and its revolution over the years has 

led us to digital cryptographic money. Therefore, let us 

understand Web3, then move on to understand the 

working of Web3. Web3[6] is an upcoming era of 

technology that focuses on decentralization and user 

ownership. Here, decentralization means that Web3 

wants to allow users to interact with the Internet without 

any central entities. Web3 aims to provide partial 

ownership and to remove middlemen. Blockchains 

were invented to achieve this goal [13,19]. Blockchains 

provide a network or database where anyone can 

communicate, and every transaction is recorded. 

Blockchains provide transparency to users, which is a 

conflicting issue because the same transparency is also 

a security hazard [14,23,17]. However, if used ethically, 

blockchains can be a powerful tool for decentralization 

in different fields. For instance, blockchains can be 
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used in decentralized voting systems in democratic 

countries [15,18].   

 

 

 

 

 

 

III. THE BRIDGE BETWEEN BLOCKCHAIN AND DAPPS 

 

A.  Blockchain (Foundation layer)  

 Blockchain works on distributed ledger technology 

that stores records of transactions, which are 

immutable [16][24]. This maintains transparency 

between users and application networks. It works on a 

peer to peer(P2P) network, where transactions are 

validated through consensus mechanisms like proof of 

work (PoW), proof of stake (PoS), Delegated Proof of 

Stake (DpoS), Proof of Authority (PoA), Proof of 

History (PoH) and Proof of Burn (PoB) [7]. 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

B. Smart Contracts (Execution layer) 

  

Smart contracts are considered a bridge between 
blockchains and DApps[20][27]. These are self-
executable contracts with predefined rules that are 
encoded in the blockchain [8]. 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

C. Web3 Wallets(Interface layer)  

  
This is user interaction layer [9], connects user to 
blockchain networks via Wallet interface. Non-
custodial (Web3 wallets) are discussed in section 4.2 of 
this paper [22][28]. 

  

D. Decentralized Applications (DApps)  

 

These Application runs on blockchain instead of 

centralized server and use smart contracts for 

functions like finance (DeFi), gaming(GameFi).  It 

requires Web3 wallets to interact with users.  
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IV. CRYPTO WALLET 

 

A crypto wallet [10] is a tool that interacts with 

blockchain to perform transactions, think of it like 

your regular wallet, but it stores crypto currencies 

not cash [21][25]. It manages cryptographic 

private and public keys. Public key is an address 

of your crypto wallet (just like your bank account 

number) and private keys are used to confirm the 

transaction and prove your ownership of the 

wallet. These are like passwords and you should 

never share it and it’s also used to recover your 

wallet in case you lose it. Most security breaches 

occur because the attacker obtains access to private 

keys [29]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A. Types of crypto wallets    

   

1) Hot wallets (Connected to the Internet)  

a) You can use it anywhere if you have an 

Internet connection.  

b) Less secure, has higher risk of hack 

due to network connectivity.  

c) Famous examples are Trust Wallet, 

MetaMask 

 

.     2)  Cold Wallets (Not Connected to Internet)  

a) They are not convenient for regular use.  

b) They provide better security than Hot Wallets  

c) Famous examples are Ledger, Trezor  (they 
are hardware wallets) 

  

B.  Custodial and Non-Custodial Wallets  

  

• Custodial Wallets- These are Non-Web3 

Wallets (aka traditional wallet). These 

wallets are managed by an external entity 

or exchange [28]. The private keys are 

stored in their databases and the user has 

no control over security. Custodial 

wallets are usually considered less 

secure.   

  

• Non-Custodial Wallets – A wallet that 

helps users connect with Blockchain 

networks and interact with Dapps 

[27][29]. In these wallets the public and 

private keys are given to the user and 

there are no third-party applications [26]. 

The security of these wallets depends 

totally on the user and it becomes their 

responsibility to make sure that their 

private keys are safely stored. 

 

 

V. COMPARISON TABLE: 
                                                                         

                                                                      Comparison Table 

Feature Web3 Wallet  Non-Web3 Wallet 

Security High security since private keys are stored 

by users. Higher risk of losing private keys. 

Less security since private keys are stored 

by a centralized server and are prone to 

breaches. 

Decentralization Fully decentralized Centralized to some extent; private keys are 

stored by third parties. 

Control  Users have complete control over funds Users depend on third parties for funds. 

Usability Requires blockchain understanding. Requires a basic account set-up  
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VI. LITERATURE REVIEW: 

 

                                                                    
Sno.  

Author   Title   Research focus  Methodology   Limitations  Reference for our study  

1.  Tom  

Barbereaua,Balázs  

Bodó b  

Beyond  

financial regulation 
of crypto-asset 
wallet software: In 

search of  
secondary  

liability  

The paper focuses on 

finding Alternative 

approaches for regulating 

noncustodial crypto 

wallets and explains the 

risks faced by users and 

providers.  

It reviews the legal 

framework that the 

governments are using to 

regulate non-custodial 

wallets.  

The primary focus 

of the paper are the 

legal aspects of 

regulations instead 

of technical issues 

like security 

management.   

Introduction to 

blockchain and types of 

wallets.   

2.  Deepika sharma, 
Martha  

Sucharitha  

Investigating Security 
Flaws in  
Cryptocurrency  

Wallets and  

Developing  

Strategies to  

Enhance Their  

Security  

  

The paper focuses on 

security vulnerabilities 

(phishing, smart contract 

exploits etc) in crypto 

wallets and explores 

different strategies for 

improving security.  

The study uses security 

analysis to identify 

common attacks in 

cryptocurrency wallets. 

They categorize these 

attacks and offer 

solutions like multi-

signature authentication.   

The paper focuses 
on current attacks 
and does not focus 
on  
upcoming  

attacks that might 
come with the 
growth of 
blockchain 
technologies.   

  

it highlights security 
vulnerabilities in Web3 
wallets, which  
are useful for 
comparisons  

among  

different wallets.  

3.  Satoshi Nakamoto  Bitcoin: A Peer to-
Peer  

Electronic Cash  

System  

The original  theory and 
working of Bitcoin and 
decentralised  
digital cryptography 

came from this paper.  

The methodology works 

on different consensus 

mechanisms like 

POW,POS etc.  

Limitations include 

scalability issues, 

high power 

consumption due 

to complex 

mechanisms.   

The paper gave us an 
introduction to 
blockchain and working 
of crypto mechanisms. 
The paper also  gave us 
an  
understanding of how 
blockchains act as a 
bridge that supports 
dApps.  
  

4.  Vitalik Buterin  Ethereum: A  

Next-Generation 
Smart Contract and  

Decentralized  

Application  

Platform  

The paper expands on 
Bitcoin’s logic and 
creates a blockchain 

platform where  
programmers can create 

self-executing contracts.  

Ethereum uses a similar 
methodology as Bitcoin.  
However, it also uses 

scripting language to 

execute smart contracts 

on the Ethereum virtual 

machine.    

Ethereum faces 

challenges like 

network 

congestion, Smart 

contract 

vulnerabilities and 

scalability issues.  

Ethereum is the 
foundation of  
DApps and Web3 wallets. 

Ethereum’s smart 
contracts helps us 
understand  

why  

blockchain is considered 

a secure bridge.    

5.  Wang, W., Hoang, D. T., 

Hu, P., & Xie, S.  

Security  

Challenges and  

Opportunities in  

Smart Contracts  

This paper discusses  

security vulnerabilities 

in smart contracts and 

provides strategies for 

enhancing security in 

smart contracts.  

The study analyses past 

attacks and categorises 

them based on their root 

cause.  

Smart contract 

upgradability is a 

very real issue.  

Our study on Web3 
wallets as a bridge to 
DApps benefits from 
understanding common  

vulnerabilities and best 

practices in smart contract 

security, ensuring safer 

interactions between 

users, wallets, and 

decentralized 

applications.  

 

VII. CHALLENGES FACED 

 

 Security Threats: The rise of cryptos has 

increased vulnerabilities such as phishing 

attacks, smart contract exploits, and private 

key losses [11].  

 Scalability issues: With large networks like 

Ethereum, network congestion is a common 

problem.  

 High Gas Fees: Expensive transaction fees 

make certain blockchains less user-friendly 

[12]. 

 Multichain wallets face interconnectivity 

issues while deployment because they work 

on different blockchains simultaneously.  
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VIII. CONCLUSION 

  

Through this paper we understand how 

Blockchain and Web3 wallets have come a long 

way since 1980.This paper explains the 

importance and different aspects of custodial and 

non-custodial wallets. We understand how smart 

contracts act as a bridge between blockchain and 

decentralised applications.  Despite their 

advantages, Web3 wallets still face challenges like 

security issues, scalability issues and more. We 

believe that these issues can be resolved with time 

and growth. Future research should explore 

solutions for these issues and that there is still a 

lot left to discover about blockchains and Web3.   
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