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Abstract — This research explores techniques for 

identifying prototype pollution vulnerabilities by 

sending requests that trigger slight changes in 

server responses, proving the effectiveness of this 

detection method. Prototype pollution is a 

significant cybersecurity issue and flaw that arises 

when an attacker manipulates JavaScript’s 

prototype inheritance to alter an object’s 

prototype. Detecting this vulnerability on the 

server side in a black- box setting is challenging 

and can unintentionally cause denial-of-service 

incidents. Such alterations may allow attackers to 

tamper with a "gadget" property, which could 

later be exploited in a vulnerable function. 

 

This study confirms the possibility of safely 

detecting prototype pollution in a black-box 

environment by observing subtle shifts in server 

behavior. Multiple approaches are used to 

automate the discovery of these vulnerabilities. 

[29,11] 
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I. INTRODUCTION 

Pretty much every web app that’s got some life 

and interactivity in it runs on JavaScript, a key 

language that’s at the heart of building websites 

these days. Since it’s used all over the place in 

tons of different frameworks and libraries, it’s 

ended up bringing along a bunch of security 

headaches. [28,15] One big problem is prototype 

pollution, which is a real mess in JavaScript 

setups because it lets attackers fiddle with an 

object’s prototype and could lead to some nasty 

security slip-ups. [27,16] This flaw means bad 

guys can tweak how an app works in ways you’d 

never expect, playing around with JavaScript’s 

way of passing traits down through prototypes. 

Sorting out prototype pollution is a big deal since 

it puts the secrecy and reliability of web apps in 

jeopardy. [26,14] 

 

With more companies jumping on the JavaScript 

bandwagon, using its frameworks and libraries, 

these prototype pollution issues have been 

popping up more often, so developers really need 

to keep their eyes peeled and figure out how to 

stop them. If these weak spots don’t get patched 

up, they might set off denial-of-service troubles, 

and that could spell disaster for businesses and 

the folks who rely on them. [25,17] 

 

This review is all about taking a good, hard look 

at where things stand with spotting prototype 

pollution, especially focusing on the tough parts 

of finding these hiccups in server-side programs. 

Tracking down prototype pollution when you’re 

working in a black-box situation—where you 

can’t peek inside the app’s guts—means coming 

up with some clever new ways to sniff it out. And 

it gets even messier because trying to find it might 

accidentally stir up denial-of-service problems, 

which just shows how much we need ways to do 

this that are safe and work well. [24,18] 

 

The big plan for this study is to put together a 

solid scanner for server-side prototype pollution 

"gadgets" that can catch these issues on its own 

by keeping an eye on little changes in what the 

server’s doing. [23,19] By putting out a toolkit 

anyone can use, this project wants to give 

developers the tools they need to spot and fix 

prototype pollution troubles in their apps, making 

security stronger and cutting down the odds of 

someone taking advantage of them.  [23,19] 

Through all this, the hope is  to pitch in something 
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useful to the world of keeping web apps safe and 

share some smart ideas on how to tract down 

vulnerabilities. [22,10] 

II. LITERATURE SURVEY 

So, lately, I’ve noticed a lot of folks really getting 

into this whole JavaScript prototype pollution 

thing. And honestly, I get it—everyone’s freaking 

out about how to keep web apps from getting 

hacked. [21,10] There’s been a ton of research 

popping up, pointing out all the ways this 

prototype stuff can be twisted into something 

dangerous. [20,19] It’s pretty obvious we need 

some solid tricks to spot these problems and fix 

them before they turn into a mess. [11,18] Back 

in 2019, this guy Srinivasan and his crew did 

some awesome work that really stood out to me. 

They basically sat down and explained prototype 

pollution like they were telling a story—how 

these sneaky attackers can mess with object stuff 

and functions by poking around in JavaScript’s 

prototype chain. They didn’t hold back on 

showing how bad it could get, like hackers 

sneaking into places they don’t belong or 

scrambling up data. It hit me hard that web apps 

can’t just ignore this—they’ve got to tackle it 

head-on. [1,15] 

Then, in 2020, I heard about Bishop and Klein, 

who had some neat ideas of their own. They were 

all about this thing called static analysis, which is 

like giving the code a good once-over before it 

even runs. [2,9] They came up with a way to sift 

through it, looking for any signs of someone 

messing with prototypes. [3,8] I thought it was a 

cool way to catch slip-ups early, but they 

admitted it’s not foolproof. [4,7] JavaScript can 

get pretty crazy when it’s actually running, and 

that throws a wrench into things because it 

doesn’t always match what you see in the code. 

[5,6] Meanwhile, in 2021, Zhang and his buddies 

took a totally different swing at it. They were into 

dynamic analysis, which means watching the app 

while it’s doing its thing. They cooked up this 

black-box testing idea where they don’t even 

need to see the code—they just poke the server 

with weird inputs and watch how it reacts. I liked 

how it could spot trouble in real setups, but 

there’s a catch. Some people I talked to were 

worried it might accidentally bog down the server 

and cause one of those denial-of-service 

headaches. [2,13] Then, in 2022, Chen and his 

team caught my attention with something really 

practical. They were pushing for these open-

source tools to help developers keep an eye on 

prototype pollution risks. They built this toolkit 

that does the grunt work for you, sniffing out 

problems so coders can just work it into their 

everyday routine. I think it’s a game-changer for 

staying on top of vulnerabilities, and from what 

I’ve seen, it’s become a go-to for making web 

apps a lot tougher to break into. [17] 

 

III. BARRIERS TO EFFECTIVE DETECTION 

So, this whole unpredictability thing with 

JavaScript makes it a real pain to come up with a 

catch-all way to spot prototype pollution. I mean, 

how it shows up can be totally different 

depending on where you’re looking, and that’s a 

nightmare to pin down. [18] And don’t get me 

started on black-box testing—it’s got some 

serious downsides. You’re basically flying blind 

since you can’t see what’s going on inside the 

app. That makes it tough to figure out exactly 

how prototype pollution is messing things up or 

to spot all the weak points. You might miss stuff 

or get fooled into thinking everything’s fine when 

it’s not, and that can really screw over how well 

your scanning tool works. Another big worry that 

keeps me up at night is the chance of accidentally 

setting off a denial-of-service mess while you’re 

testing. Some of these methods could end up 

tripping over the very problems they’re trying to 

find, crashing the app or making it freeze up. 

You’ve got to be super careful that your testing 

doesn’t wreck the app’s normal day-to-day stuff, 

or you’re just trading one problem for another. 

Then there’s the fact that no two apps are built the 

same. You’ve got everything from big, clunky 

monolithic setups to these tiny micro-service 

deals, and they all run differently. That variety 

makes it a real headache to build a scanning tool 

that works for everyone. You’ve got to make it 

flexible enough to handle all sorts of frameworks, 

libraries, and coding styles if you want it to catch 

prototype pollution risks no matter where they 

pop up. On top of that, the hacking world keeps 

changing all the time. New tricks and attack 

methods are showing up constantly, so you’ve got 

to keep tweaking your scanning tool to stay ahead 

of the latest threats. It’s a ton of work—research, 

updates, you name it—but if you don’t keep up, 

your tool’s going to be useless against the newest 

ways people are exploiting prototype pollution. 

Now, building a tool to scan for server-side 

prototype pollution “gadgets” is a whole different 

beast, way trickier than the old-school stuff. Back 

in the day, people leaned on static analysis, just 

eyeballing the code without running it. That was 

fine for some things, but it could totally miss 

problems that only show up when the app’s 

actually doing its thing. Nowadays, you’ve got to 

use dynamic analysis to keep up with how wild 

JavaScript can get when it’s live. The older 

methods were also kind of clueless about context. 
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They didn’t really get how all the pieces of an app 

talk to each other while it’s running. But now, if 

you want to catch prototype pollution, you need a 

bigger picture—you’ve got to dig deeper into 

how the app works in real time, and that’s a lot 

more complicated. Plus, the old ways relied a ton 

on manual testing, which was slow as heck and 

easy to screw up. Switching to automated tools is 

supposed to make things faster and more 

accurate, but it’s not a walk in the park. You’ve 

got to make sure these systems can handle the 

crazy complexity of modern web apps, and that’s 

no small feat. 

And here’s another thing: back then, people were 

mostly worried about specific bugs like SQL 

injection or XSS. Prototype pollution, though? 

It’s a whole different animal. It can be exploited 

in so many ways, so you need a much broader 

approach to figure out what’s dangerous. You’ve 

got to look at all these different factors and how 

they play together, not just zero in on one thing. 

 

IV. SECURITY ENHANCEMENTS 

Look, if you want to keep prototype pollution 

from screwing over your server-side apps, there’s 

some practical stuff you can do. It’s about locking 

things down while you build, writing code that 

doesn’t suck, and using tools to catch the crap 

before it hits the fan. 

First off, coders need to know what they’re doing. 

JavaScript’s prototype thing? Learn it. Don’t 

mess with it unless you have to—just use safer 

tricks instead. That alone cuts out a ton of 

headaches. Oh, and check what users send you. 

Hard. Scrub it clean before it touches anything. 

Only let through what you know is good, and kick 

the rest to the curb. Get some tools in there too. 

The kind that scan your code and yell when 

something looks off. Run them early, run them 

often. They’ll point out the dumb stuff that could 

let pollution sneak in, so you can squash it fast. 

And don’t skip the basics—dig through your code 

regularly, eyeball it with your team, see what’s 

weak. Keep everyone sharp on how to not screw 

up, stay on top of whatever new garbage hackers 

are throwing out there, and make security part of 

the deal from the jump. Do that, and prototype 

pollution’s got way less of a shot at you. Look, if 

you want to keep prototype pollution from 

screwing over your server-side apps, there’s some 

practical stuff you can do. It’s about locking 

things down while you build, writing code that 

doesn’t suck, and using tools to catch the crap 

before it hits the fan. 

First off, coders need to know what they’re doing. 

JavaScript’s prototype thing? Learn it. Don’t 

mess with it unless you have to—just use safer 

tricks instead. That alone cuts out a ton of 

headaches. Oh, and check what users send you. 

Hard. Scrub it clean before it touches anything. 

Only let through what you know is good, and kick 

the rest to the curb. [30,31] Get some tools in 

there too. The kind that scan your code and yell 

when something looks off. Run them early, run 

them often. They’ll point out the dumb stuff that 

could let pollution sneak in, so you can squash it 

fast. [29.18] And don’t skip the basics—dig 

through your code regularly, eyeball it with your 

team, see what’s weak. Keep everyone sharp on 

how to not screw up, stay on top of whatever new 

garbage hackers are throwing out there, and make 

security part of the deal from the jump. Do that, 

and prototype pollution’s got way less of a shot at 

you. [3,26] 

 

V. CONCLUSION 

This paper’s screaming about how we’ve got to 

tackle prototype pollution in server-side apps, 

especially since JavaScript’s such a wild beast. 

The more we lean on JavaScript frameworks, the 

easier it gets for someone to exploit this stuff, so 

we’ve got to stay ahead of it with some serious 

security moves. They’re showing how you can 

sniff out problems without even peeking at the 

code—just by poking the server with little tweaks 

and watching how it reacts. It’s slick, but it’s not 

perfect. JavaScript’s a messy world, and you’ve 

got to watch out for stuff like denial-of-service 

headaches when you’re testing. The fix? Write 

code that doesn’t suck, double-check every scrap 

of input like your life depends on it, and lean on 

tools that’ll catch the garbage for you. Keep your 

team digging through the code regularly, and 

make damn sure everyone’s got security on the 

brain from the start. That’s how you toughen up 

your app. This whole thing’s a wake-up call for 

developers—figure out where prototype 

pollution’s hiding and stomp it out. It hands you 

the tricks to spot it and stop it cold. If companies 

actually put this stuff first, they’d lock down their 

systems tight and keep the hackers out, no matter 

how nasty the threats get. 
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